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User Beware: AI and the Potential
Lack of the Attorney–Client Privilege
Use of artificial intelligence in legal disputes and investigations
can unintentionally imperil sensitive information. A recent
federal court ruling allowing prosecutors to access AI-generated
materials highlights how AI tools’ data-retention practices and
terms of use can make communications discoverable. Practical
guardrails can help potential litigants preserve privilege, protect
legal strategy, and reduce litigation and reputational risk.

A recent decision from a Manhattan federal court highlights a fast-emerging risk for
companies and executives using artificial intelligence tools in connection with legal disputes
and investigations. In pretrial proceedings, an executive facing a high-profile fraud case
used Anthropic’s AI tool (Claude) to create reports outlining his defense strategy and
potential legal arguments.  When federal agents exercised a search warrant, they seized
electronic devices containing those documents. The Court held that law enforcement could
review and use those documents.  It determined that:
the documents were not protected by the attorney-client privilege because the AI tool’s
terms of service stated that users had no expectation of confidentiality (indeed, the AI
company could use shared information to train and develop its product), and even if the
executive later shared those communications with counsel, “it is black letter law that non
privileged communications are not somehow alchemically changed into privileged ones upon
being shared with counsel.”
the attorney work-product doctrine did not shield these documents from disclosure because
the executive had disclosed information to the AI tool on his own initiative – not at the
request of, or in consultation with, his counsel.
In the months and years to come, we will inevitably see many more fights regarding the use
of artificial intelligence and the circumstances when such queries and the documents that
they generate will and will not be protected from disclosure. 
These developments underscore the risks for companies and individuals as AI tools become
embedded in everyday workflows.  In particular, unsupervised or informal use in sensitive
legal contexts can undermine privilege, complicate trial strategy, and create reputational
exposure.
How to Mitigate Risk
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About Kobre & Kim
Kobre & Kim is a global law firm focusing on cross-border litigation and investigations, often involving fraud and misconduct.  We
often address varying attorney–client privilege regimes and country-specific data protection laws across Asia, EMEA, Latin
America, Offshore (Cayman, Cyprus, and British Virgin Islands), the United Kingdom and the United States.

Steven G. Kobre
steven.kobre@kobrekim.com

1. Treat AI Tools as Potential Third Parties for Privilege Purposes. Legal and
compliance teams should vet AI vendors and terms of use and assume that inputs to non-
enterprise tools may not be confidential, thereby jeopardizing a litigant’s ability to claim
privilege. Legal and compliance teams should bear in mind that, like traditional search
engines, AI tools may be subject to search warrants for stored user communications (which
may be retained for years or even indefinitely absent a different established retention
policy), and law enforcement may also seek “reverse” or “keyword” warrants requiring AI

companies to identify users who searched for specific topics.
2. Establish Clear Protocols for AI Use in Legal Contexts. Companies should implement policies that restrict the use of public or

third-party AI tools for preparing materials related to litigation, regulatory inquiries, audits, or internal investigations. Sensitive legal
work should be routed through counsel-approved platforms and workflows to preserve privilege and work-product protections.

3. Centralize Control of Legal Strategy and Case Development. Companies should encourage employees and executives to consult
with attorneys before preparing legal narratives, timelines, or analyses using AI tools related to legal disputes.

As regulators and courts scrutinize how AI is used in legal matters, it is essential that companies implement guardrails to protect sensitive
and confidential information.

This content provides information on legal issues and developments of interest to our clients and friends and should not
be construed as legal advice on any matter, specific facts or circumstances. The distribution of our content is not
intended to create, and receipt of it does not constitute, an attorney-client relationship.
© 2025 Kobre & Kim LLP. All Rights Reserved. Prior Results DO NOT Guarantee A Similar Outcome. 2

https://kobrekim.com/people/steven-g-kobre
https://kobrekim.com/people/steven-g-kobre
mailto:steven.kobre@kobrekim.com

	Kobre & Kim's Team
	User Beware: AI and the Potential Lack of the Attorney–Client Privilege
	Use of artificial intelligence in legal disputes and investigations can unintentionally imperil sensitive information. A recent federal court ruling allowing prosecutors to access AI-generated materials highlights how AI tools’ data-retention practices and terms of use can make communications discoverable. Practical guardrails can help potential litigants preserve privilege, protect legal strategy, and reduce litigation and reputational risk.
	About Kobre & Kim



